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> doeKTUBHOCTb

TexcpenacTsa

— 3TO CBOWCTBO CUCTEMBI
BbINOSTHATL NOCTaBEHHYIO LeSb B
3aaHHbIX YCNOBUAX
NCMOSIb30BaHNUSA U C

Oprmepbl onpeaeneHHbIM Ka4eCcTBOM.
[Mokaszarenun adPeKTUBHOCTHU
XapaKkTepusytT CTEMNEHb
NpPMUCnocobrneHHOCTU CUCTEMBI K
BbIMOSIHEHMIO NOCTaBMEHHbIX
nepen Heu 3agad n sIBASAKTCS
obobLaoLWwmmMmn nokasaTenamm
onTUMarnbHOCTU ee
JYHKLMOHNPOBAHMUSI.
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PocT yasBumocTen

Vulnerability Disclosures Growth by Year
1996-2012 (projected)
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O6Laa peTpocnekTnea
VA3BUMOCTEN 0e3 natyen !

Overall Vulnerabilities Without Patches
2006 to 2012 H1
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PeTtpocnektnea WEB yassumocTeu

Web Application Vulnerabilities by Attack Technique
2004-2012 H1
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DBO pabotaet Ha web TexHonorusx..... ©
2012-1BM X-Force 2012 Mid-Year Trend and Risk Report
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Ya3BnMOCTU web VS natumn

CMS Core Vulnerabilities CMS Plug-in Vulnerabilities
2012 H1 2012 H1
Unpatched: Patched: Unpatched: Patched:
30 percent 70 percent 48 percent 52 percent

COOTHOLLEHME YA3BMMOCTEN C NaTt4yamm unm oes ....
2012-1BM X-Force 2012 Mid-Year Trend and Risk Report
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Ton 10 vsS ocTanbHble

Top Ten Software Vendors with the Largest Number of Vulnerability Disclosures

2011-2012 H1
2011 Vulnerability Disclosures 2012 H1 Vulnerability Disclosures
Top Ten Others Top Ten Others
30 percent 70 percent 22 percent 78 percent

o Panpe,u,eneHme yFI3BVIMOCTel7I MeXxagy BeHaopamMm
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OAk 2012 BpemMeHHas WwkKarna B3nomMoB

RIDGE

National Laboratory
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ATaku B 2012 roav

Attack Type
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O IBM X-Force 2012 trend and risk report
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2013 TpeHa npogomKaeTcs
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The Conswumerist representatives notify their readers that
the site ocutages experiencaed in the previowus days were
caused by a securnity breach. They do not provide mannyg
details regarding the securnty issue, but as a precaution burm
off commenting om all articles and plan to reset all user
passwords_®

Sacurity ressarchers from Kasperky Lab amd Seculert
amnnounce to have discoversed a new coyber-espionagze
campaign targeting victims in the piddile East: more than
so00  wictims located in lram, Israsl, afghanistan amd
elsewhere over the last eight momnths *

Maplesaft, makers of matheaematical and analytical software
such a5 Maple, reports that they hawve been investigating a
database breach.” The breach resulted in the attackers
obtaining customer information suwch as email addresses,
first amd last mames, as well a= company and nstitution
names. Maplesoft states that no financial nformation was
compromised im this breach. Few day=s later mMaplesoft
customers begin e recevwe emails pretending to be from
the “MapleScft Saourty Update Team™ that claimed Biaple
=software was wulnerable to attack and a patch was
available, redirecting them to websites hosting Blackhole
Exploit Kit.®

MullCrews returns with another major data breach. Hackers
claimeed to hawe access to the database belong to the Sowth
africa’s Leading ISP DMrectory and Commuonity Portal
[is-pdir'ertnrl,r.l:n.za]"

Anonymowus’ OpEodFather contimoes. This tBmee, the
hacktivists publich details from the Internat filtering systams
instated by Yemen's government ™

S S —— -

O KonunyecTtBO HEeM3BECTHbIX aTakK pacTteT

L krsonar

LI Emeonse

L krsonar

L krsonar

E-Commerce | Cylber Crimse
Financial
institwtioms,
students, Cyhber
warious Espionags
Eowernment
agencies
Imsdustry: "
Software
online Services | Cyber Crinmese
GoWwErmimant Hacktivisnm
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Uawle goragkmy Kak aTo ObIno:

s | ? s

July 18

July 18

July 18

e - =
July 19 w Dahabshili

an unknown group of hackers breaches a server managed
by Proserve, a Dutch hosting services provider. The
databases of websites such as Q-RMusic, The Telegraaf,
stedin, and various online stores were accessed and the
details of around B00,000 users were stolen as a result of
the hack.”’

MullCrew turn their attention to Yale University and obtain
details of arcund 1 200 students and members of the staff
from the databases of the educational imstitution and claim
that the database they'we gained access to contains ewven
rmore sensitive information such as social secwrity numbers,
narmes, addresses and phone numbers, although they only
published usarnames, passwords and email addresses_®
iEhidasBank from i@ Teamizhostshell hacks
Imwallstraet.com, an online job source, and durmps arownd
50,000 accounts.”

A hadker called @&@SirLeakalot hacks The Himalayan Times
[thehimalayantimes. com) and dumps 23 453 accounts (plus
o administrators] imcluding username, phone number and
clear text password.™

anonymous declares what they call the "iWot®, meaning
"Intermet War On Terror® amd hacks Dahabshil | an
international funds transfer company dumping several
accounts and threating to publish everything in two months
iff Dahabshill will not come completely clean on its terrorist
activities. "' Howewver Dahabshill denies the Anonymous
were responsible for the attack. ™

OnaTb HEMOHATHO KakK ObINo B3rToMaHo ?
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Cyleer Crinne

Cyleer Crime

Cyleer Crinne

Cyleer Crime

Hacktivism
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YBeEpeEHbI, 4YTO
3alnLLeHbl?

Evasion
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[Tnatdopma besonacHocTn Stonesoft

VIRTUAL

30 PARTY

STONESOFT
MANAGEMENT
CENTER

NETWORK SECURITY SERVICES PLATFORM
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KoMnoHeHTbl nnatgopmbl StoneGate

StoneGate SMC :

*  YHUPULMPOBAHHAA CUCTEMA YNPaBAEHUA U MOHUTOPUHTA

* aHanu3 n obpaboTKa cobbITUN 6E30MacHOCTH, B.T.4. OT YCTPOMUCTB TPETbMX NPOM3BOAUTENEN

StoneGate Firewall/VPN :

*  MeceTeBoOW 3KpaH ¢ TexHonormamm Knacrepmsaumnm n Multilink (oTkasoycToiiumBble NoaKAlOYEHUS K
NobbiM ceTam);

*  BbicokooTka3zoycTonumsoe peweHue VPN Crypto Pro + oTKa3oycToiunsoe Nnogxkato4eHNE KINEHT];
*  AHTUBMPYCHbIN W03 + BEO-PUAbTPaLUS;
StoneGate IPS :
*  BbICOKaA TOYHOCTb OOHAPYXKEHUA BTOPXKEHWUI U HAAEKHAA 3aLLMTa OT aTak
*  Koppenauua cobbituis;
YHuUKanbHoe peweHue StoneGate SSL VPN:
*  Noppepxka NAC, SSO

* 15 meToa0B ayTeHTUPUKALNN KINEHTa;
Cepsep ayteHTMPUMKauum Authentification server

Kpome Toro: Virtual Firewall, IPS, SSL VPN — 3awmTta B BUpTYyanbHOM cpeae

STONESOFT



Lindopbl 1 akThbl

O Komnanusg ocHOBaHa B 1990

bonee 20 JIET OIbITA PEIICHUH MO0 KOPHOPATUBHON OE3011aCHOCTH

@)

AKIIMU KOTUPYIOTCS Ha OUpXKeE C 1999 (NASDAQ OMX: SFT1V)
[IITa6-kBapTupa B Xenbcunku, @unmnsuaus v B Atnanre, CIIIA

PernonanbHbie 0prChI B18 CTpaHax Ha 4 xowrnmentax

R&D s 3 ctpanax EBponbl: @uninsHaus, Opanuus, [lonpma

# 1 EBporeiickuii BeHaop 1o uHd.6e30macHoCTH

BHCI[peHI/IH B 100 CTpaHax, Ha 5 KOHTHHCHTAax

O O OO O oo

bonee 4500 3aKa34KOB

NHAEeKC yaoBIETBOPEHHOCTH 3aKa3UUKOB 95%

(o}
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PeweHna Stonesoft

3alymTa nepumeTpa

3almTta dounmanbHOW CETU
3awmTta ATM

[eoknactep LOM

3awmTa oT BTOPXKEHNMN/AET
3alinTa ygarneHHoro gocryna
LleHTpann3oBaHHOE yrpaBneHue
KomnnekHast 6e3onacHoOCTb...

N MHoroe gpyroe

O OO0 OO O OO
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PeweHna Stonesoft

3awmTa
nepumMeTpa
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almMTa nepumeTpa

Remote DMZ
Office
Headquarters

Mobile CRM WEB
ERP WEB

User @ Interface
. Interface
Data

ERP

CRM
PDM

Internet
WEB

. Interface

Subcontractor

(9

®

Partner

Remote
User

LOW LEVEL OF TRUST HIGH LEVEL OF TRUST




[lporpamMmmMHbIe U NporpamMmMHo-annapaTHble
MEXCETERbLIE 3KPaHbI C \B/%3IQI/IO>KHOCTb}O NOCTPOEHUS
StoneGate Firewall/VPN

_—

Cere s ny
.............

Baeeass st RPTHT
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StoneGate Firewall/VPN

» MultiLayer Inspection — MHOroypoBHeBbI
BbICKOPOCKOPOCTHOM aHanu3 Tpaduka

Multiple ISP
Connections

« PacwupeHHas noaaeprKka NPUNONKEHUN

« KOHTpOAb Normku paboTbl NPOTOKONOB ‘
« KoHTpOnb coCTOAHMN ceccum "Mltiple 158

Connections Single ISP

Connection

> PaCLIJVIpeHHaFI cncrema ontTmMmmn3laumm NOJINTUK 6e3onacHoCTH
« bBonbluoe Kon-Bo ya06HbIX WabAoOHOB NpaBuUA
« PaboTa c noa -npaBuiaMmmn 1M o6bEKTaMM

« [lo3BoOs1IAET UCKNIOUYNTb HEUCNONb3YyEMbIe, p,y6nmpyrom,me npasunna

« Co3faHuWe npaBuA NPAMO U3 KypHana besonacHocTu “StoneGate Firewall/VPN u IPS
npedocmassau Ham bonsuwue
» SSL nHcnekuma ana 3aWmThbl Kak CepBepoB, Tak U paboumnx 803MOMHOCMU, KOMOPbIE 8 C80H0
CTaHUMM oyepeds 1M03680unuU Ham bbimes

60s1ee NPOaKMUBHbIMU 8

obecneyeHuu 6e3onacHocmu u

- ObecneyeHune 3aWMTbI OT yTEYEK AAHHbIX docmynHocmu Hawel
pacwupsawetica cemu.”

- ObecneyeHne coOTBETCTBMUA TpE6OBaHMF|M

» CKBO3HaA UHTerpayusa c IPS

- Hovman Javdan — Network and Security
Administrator — Canadian MedicAlert

» [PaHYNMPOBAHHbIA KOHTPOb AOCTYNA

STONESOFT



[TonHaa knacTtepusauuna (3anareHToBaHO!)

» YHMKanbHbIN Knactep Ao 16 ycTtponcTs

» BanaHcUMpoBKa Harpysku mexxay ysnamu
Knacrtepa (active-active mode)

» [LoctueHune goctynHocTtn 0,99999

» He TpebyeT nepeKkoHPpUrypaum cetu

» HapauwmBaHue MOWHOCTU B PENIbHOM
BpemeHu, 6e3 0cTaHOBKK B paborTe. ‘l’

» Knactepbl ynpaBastoTcs Kak eauHoe

YCTPOWNCTBO
TonbKo npodyKkmei StoneGate mo2zym pabomameo 8
> KﬂaCTepl/BO BaHHbIM VPN — obecneuunsaer Hacmosuwlem Kaacmepe npu ebicoKoli Hazpy3ke. Alen

Salamun . Real — Security. Slovenia.
NOHYIO AOCTYNHOCTD Mocne noumu 7 Yyacosoz2o ocmaHosa cepsucos 8 SiMobil —

aKkpaHsbi Cisco 5580 6binu nepesedeHsl 8 pexcum Hot
standby. Tam 20e Haxo0samcsa StoneGate cepsucsbi
pabomarom ycmoUlivueo 80m yxe HeCKosbKo em .

STONESOFT



[nHamunyeckaa banaHCcUpoOBKa HaArpy3ku
Server Load Balancing

» McKntovaeT HeobxoaMMOoCTb B
[OMONHUTENbHbIX UHCTPYMEHTOB
aHa/M3a COCTOAHUA KPUTUYECKMU
BaXXHbIX Y3/10B CETU

+  TOYHbIN MOHUTOPUHT AOCTYNHOCTU
N COCTOAHMUA cepBepa

He nuMnUTUpOBaHHOE KONMYEeCTBO
cepsepoB AnA 6anaHCUPOBKMU

» ABTOMaTUYeCcKue
KOppEeKTMpYoLWmMe AencTemna

OnTnmmnlauyma Tpadumka

[NMpo3payvyHoe ynpasaeHue
cepsepamu

STONESOFT



PeweHna Stonesoft

3awmTa
donnmansHoOU
cetTu
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3awuta dpunmanbHOU CETH

| LI

&
@ ©

[TonHOCTLIO
cepTudpmumnpoBaHHoO
e peLleHne

NCT1OH K1

CK3U KC1, KC2

AC 1I'

or /$ B OEHb

3a HenpeB30OUAEHHYIO 3aLUnUTy

BCEW ceTu
[o 10 SG FW-105 Ha ueHTp
ynpasneHma SMC-2L!
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PeweHna Stonesoft

3awmTta ATM
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3awnta baHkomaToB/TepMUHANOB

CepTndmuympoBaHHbin M3 ¢ pyHKuMaMK
deep inspection*

Ceptudukat coorsetctema PCl DSS Ha
doyHKUMOHan

MNoagkntoveHne 3G mogema B USB nopt —
OONONMHUTENbHbIWM NOMHOLUEHHbIN KaHan
cBA3n!

3G link moXeT ncnonb3oBaTbCH Kak
ANONONMHUTENbHOE COEeANHEHNE UMK Oaxe
Kak OCHOBHOEe.

YnobHoe nogknioyeHne 6aHkomara u
APYruxX CUCTEM, UM MarneHbKUX ohrCcoB.

OTkasoycTonymBoe NoaknyeHne — 3 u
bonee KkaHanoB CBA3M Ha YCTPOMUCTBO!

= R
s o

Y
s

| CONSOLE 2 1 0 U8 6@
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FW-105

MULTILINK FW/VPN ans maneHbKux YAANEHHDbIX
opuncos u HeobCNyKMBaAEMbIX YCTPOMCTB.

Interfaces 3 x 10/100 Ethernet ports
Throughput 50Mbps, 5Mbps VPN =_ =
WiFi 802.11b/g/n -
ADSL ADSL2+, Annex-A P L R,
Management count 0.2 o g
VLAN tagging 2 Ty e i
3G modem support Yes -
Multilink Yes |
Web-filtering Option

Models:

StoneGate Express Firewall FW-105 appliance
StoneGate Express Firewall FW-105 appliance with ADSL (annex-A) & WiFi

STONESOFT



3awmta baHkomMmaToB/TepMUHAIIOB

OTKa3oyCcTONYMBLIN
VPN
aaaaaaa Q0S
Huskun TCO
PCI DSS
Head Office

’W'IpaBﬂﬂeMOCTb

INTERNET

[1o 2000 FW-105 ua

1 LeHTp ynpasfieHms!
[Noaknto4YnTb BCHO CETb 3a

2 MUHYTDI

aaaaaaa
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OyHKLUUSA Iass Security
Buenputs 3a Il 34 CeK!

Configuration

Request
Initial STONESOFT "'*~.
Configuration Yo,
’0
*
Installation Cloud %
“
|
Main Site Remote Sites
‘ llllllll E
Initial
Management Contact
Server StoneGate Appliance

vSecurity

STONESOFT Policies




PeweHna Stonesoft

[ eoknacrtep

LOA
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[eoknactep IO

3awumTa

KaHas1oB
10Ghit/s
no FOCT
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3anarteHtToBaHHaa texHonorna Multi-Link

» EanHcTBeHHOE Ha POCCMIMCKOM pblIHKe pelleHne, KoTopoe
obecneuymnBaeT AeNCTBUTENIBHO OTKAa30yCTOMYUBYIO CBA3b
Yyepes HeCKOJIbKO NpoBaiaepos cBA3U

«  HapéxHble VPN u Internet coeaHeHMA Co BCTPOEHHOM
BO3MOXHOCTbO MHOXECTBEHHOIO NOAK/IHOYEHUA

» OuHamunyeckan banaHCUpPOBKa Harpysku aaa noboro
coeNHEeHns

« B aBTOMaTM4ecKom pexunme (No pacnucaHmio/ coCToAHUIO
coegMHeHUsA/3a4aHHbIM NapameTpam)

- [po3payHoe nepekntoyYeHne ¢ 0 AHOro KaHana Ha apyrom bes
noTepu coeguMHeHun

« banaHcupoBKa TakXke un Bxogdutero (Inbound) Tpaduka no nyny
cepBepoB, gna bonee spHeKTUBHOrO ynpasB/ieHUA MOTOKAMM
TpadmKa BHYTpU M3 1 Ha OKpyKalOLWEM CETEBOM
obopynoBaHum StoneGate

» MNopaaeprKKka KPUTUUYECKU BaXKHbIX TEXHO/IOTUM

« VPN coegnHeHusn
+ VolP

+  BWAEO KOHpepeHuum

STONESOFT



OTkasoycton4dmebiv VPN c
nogaepXxkom QoS

WPl  © BO3MOXHOCTb arpervipoBaHms
4 KaHaroB CBA3U

O Wcnonb3oBaHWe pasHbIX NONMUTUK ANg
pa3HOro Tuna Tpaduka

O [llonHoueHHas CBA3HOCTb B
Nntobon MOMEHT BPEMEHMU

O HesaBMCMMOCTb OT TUMNAa KaHarna

STONESOFT



PeweHna Stonesoft

3awmTa oT
BTOpXXeHUU/AET
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AfanTnBHasaA 3awmTta oT
ONHAMWUYHbIX Yrpo3
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StoneGate IPS

» WcKAtoyaeT NorKHble cpabaTbiBaHUA:

e YHWKanbHaA BCTPOEHHAA CMCTeMa aHan3a um
KoppenAaumm cobbiTuin 6€30NacHOCTU, 3HAYUTENBHO
YMeHbLlaeT TpaduK, nepegaBaemsbin ot IPS go
CUCTEeMbl YNpPaB/ieHUA, N KONNYECTBO NI0XKHbIX
cpabaTtbiBaHMi;

« CurHaTypbl YPOBHA NPUIOKEHNIA N KOHTEKCTA

e AHOMa/bHble CUTHATYPbl U MEXaHU3Mbl, aHAaNN3
6onee 180 NpoTOKO/OB;

e AHanm3 paboTbl NPUNOKEHNN
» HanpaBneHHOCTb Ha YA3BMMOCTM U zero-day aTaKu:

« Regular expression-curHaTypbl, KOppensauMoHHble
LLeNOYKN CUTHATYpP, aHaNM3 aHOMA/INM NPOTOKOIOB U
MOTOKOB ;

o 3awmuTa oT TeXHUK «obxopa» IPS: IP pedpparmeHTaums
nakeTtos A0 nHcnekumun , MSRPC agedbparmeHtayma u
nHcnekuusa, Stateful inspection TexHonorua

» SSL nHcnekyma B oba HanpasneHus client & server

StoneGate

Intrusion Prevention

StoneGate”

Billions of Events

Sensor
Flexible and Precise

Detection
Thousand of Events

of Interest

Analyzer
Intelligent
Correlation

StoneGate”

Tens of Events e

SMC
Incident Handling
and Response

“StoneGate IPS oka3asace eOUHCMBEHHbIM
peweHuemM, Komopoe Moxem
UHCNeKmuposams Haw mpaguK He
obpywusas Hawy cems.”

George Baroudi, CIO,

STONESOFT
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IPS Transparent Access Control
(Npo3payvHbI KOHTPOSIb 4OCTYNa)

» TexHonorunsa IPS TAC no3BonsieT nerko CerMeHTnpoBaThb ‘ '

CYLLIECTBYIOLLYIO CETEBYO MHPPACTPYKTYPY, pa3genms @
CE€Tb Ha pAaA4 BUPTYaAJibHbIX CErMEHTOB C pa3JIN4HbIMUA
TpeboBaHussMM No 6e3onacHOCTU, BblAENUB N 3aLLUTUB
Hanbonee LEeHHble aKTUBbI.
- MHamBmayanbHasa HaAcTpowka NOMUTUKN B 3aBUCMMOCTHU OT
TpeboBaHMN KOHKPETHOIO CErMeHTa
- [lpocTtoTa pa3BepTbiBaHUs 6€3 BHECEHUN U3BMEHEHN B
MapLUPYyTU3aLUIO U CYLLIECTBYIOLLIYIO TOMOMOMNIO CETU
- [Npo3payHbIt KOHTPOIb N pasrpaHNyYeHne JocTyna nonb3oBaTenen
(npepoTBpalteHne HCL) k pecypcam ceTn B COOTBETCTBUE C
YyCTaHOBIEHHbLIMW MONMTMKaMn 6e30nacHoOCTH
+  DyYHKUMOHANBHOCTb NPO3PaYHOro MEXCETEBOIO 3KpaHa
Transparent Access Control no3BonseT B OTAENbHbIX Cry4asax
OTKasaTbCH OT Ucnonb3oBaHus M3 6e3 Kakoro-nmbo CHUXKEHUS '

3P PEKTUBHOCTN 3aLLUTHI; ' ' '

STONESOFT



Knactepusauma n oTkasoyCTon4YmBOCTb

Inline Serial Cluster Scalability

100,00 1

90,00

80,00

70,00 /-/‘
§ 60,00 / —e—1x IPS engine
» Knactepusauus IPS c BknioveHnem IPS B pa3spbis cetu £ e = = e
Inline IPS knactepusauus _///j//
. 10,00 ”//
YnpaBneHue Knactepom Kak equHbIM YCTPONCTBOM e e me amam me

Framesize

Bbicokasa [OCTYNHOCTb CEPBUCOB
Pabota B cetax 10Gbit ons TenekoMMyHUKaLUMOHHbBIX OnepaTopoB 1 AaTaueHTPoB

» [BCTpOEeHHbIN PyHKUMOHaN annapaTtHoro bypass Ha Bcex yCTPpOUCTBax
MOAENbHOro psiga

» MacwwtabnpyemMocTb 1 OTKa3oyCTOMYMBOCTb ANs KnacTepHoro IDS
BKITHOYEHMS

LleHTpann3oBaHHast MHCNEKUUS Ans 60nblnMX BHYTPEHHUX CETMEHTOB ;
OTKa30yCcTONYMBbIE BHYTPEHHMWE CETH;
CeTn ¢ 60OMbLUIMMMN CKOPOCTAMU U HU3KUMW 3afep>Kkamm

STONESOFT



[MbKne cpeacrTBa KOHTPONS

» BbIsiBNeHME KOMMNMEKCHbIX aTak:

BbisBneHne nocrnenoBaTesibHOCTU NPOBEAEHNSA aTaku,
pacnpeneneHHon Bo BpeEMEHN

AHanus3 naMeHeHnn ceTeBoro Tpaduka - NOMoraeT BbISBMATb
noTeHunasrnbHble YIrpo3bl GesonacHoCcTh U YA3BUMOCTH no

Bo3amoxHoCcTb 06paboTku oparMeHTMpPOBaHHOIO CETEBOro Tpaduka; | Legtimets ser
> OPPEKTUBHBIN KOHTPOSIb 3@ CETEBLIM B3aUMOLEVUCTBUEM !
O  BO3MOXHOCTb KOHTPOSSi HECKOMNbKMUX CETEN C pa3HbIMU CKOPOCTAMU; :
O  BnokupoBKa WK 3aBepLUEHNE HeXenaTernbHbIX CETEBbIX COEANHEHWN; D 4
©  OOGHapyxxeHue ceTeBoro Tpaduka, He CBSA3aHHOrO ¢ paboTol BGU3HEE= " StoneGate
NPUNOXEHNIN C BO3MOXHOCTbIO €ro 6rnokMpoBaHus Do$ Protection
O  OnoselweHne agMUHUCTpaTopa 06 MMELLIMXCS NOBPEXOEHNAX
CETEBbIX ANEMEHTOB, Npexae Yem cepBuc OyaeT HegoCTyneH
O  3awwmta ot DOS aTtak
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PeweHna Stonesoft

3awmTa
yaarneHHoro
NOCTYyna
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SAWNTA YOAINIEHHOIO AOCTVYTIA

StoneGate




StoneGate SSL VPN

- be3onacHbIn gOCTyn C NoObIX YCTPOUCTB

= BcTpoeHHasa aByx doakTopHas ayTeHTudukaums

= WHTerpauusa c nobbimn katanoramu n ap. ( AD, LDAP,
Oracle)

= [lopaepxka single sign-on & ID federation

- IlHTerpmpoBaHHOEe ynpaBneHne yrpo3amm

= TONbKO JOBEPEHHLIE COEAUHEHUS .
= AHanus UenocTHOCTU n 6e3onacHOCTN YCTPONCTBA
= YpaneHune «crnegoBy» padoThkl Nofb3oBaTens.

- [paHynupoBaHHoe 1 rmMbkoe ynpasreHne

[OCTYMOM

= ABTOpM3aLns Ha YPOBHE MPUSIOXEHNN
= KoHuenuua least privileges — TONIbKO TO YTO pa3peLleHo

STONESOFT



Co3gaH ang naen

O Crparerus ynpaBneHust 4OCTYMNoM,
OCHOBaHHasi Ha noBeAeHun > y106CcTBO
NCMNOnNb30BaHNA rapaHTUPOBaHO
TEXHOIOrMeun

O [unbGkue KpuTEPUN OOCTYNa > Bbl CaAMU
BblOVMpaeTe yCnoBus B KaXkaon cutyaumm

O [InHamunyeckasa 6e30nacHOCTb > Bbl cam
KOHTpOSMpyeTe NpunoXeHus, B
3aBMICUMOCTU OT 3aJaHHbIX KpUTEPUEB

STONESOFT



YHuBepPCTanbHbIU yuaneHwal
OOCTYIM — noye

O Jltoboe ycTponcTBo
OoTOBCHOAY M B 1toboe BpeMms
— aaet ceoboay

O He Hy’)KHO npmMBbIKaTb K
HoBoMy 10 — gaeT npocToTy

O Single Sign On pns (0000
o~ o o 0000
NPUNOXKEHNUN N PECYPCOB — 00°2 00000 328392888055222
o0 3 000006 080000000
Private 'Z-LUo0uGa 00 000000000¢ Public )00000000
NOBBILIAST g o 3 B
Npon3BOAUTENBHOCTb TPyAa  °, 290 B8t 00s32820005
0000000000000 ROC000R00000000
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KomnoHeHTbl SSL VPN

O SSL VPN Wwno3 nMeeT CINOoXXHYI0 CTPYKTYPY U
COCTOUT U3 OTAENMbHbIX 3JIEMEHTOB

O CepBucC ayTeHTUdMKaLUn

O Cepsuc nonutuk 6e3onacHoCcTH

O CepBuc pasrpaHn4eHusa gocryna

O JlokanbHas 6a3a gaHHbIX nosnib3oBaTesien (LDAP)
O CepBuc ayguTta

O BcTpoeHHbIn mexceTeBomn SKpaH

O SSL VPN Management Console
O Moaynb obecne4vyeHnsa B3anmoaenctemsa c SMC

O Bce anemeHTbI C Uenbo MaCLUTa6I/IpOBaHI/IFI MOTYT
ObITb BbIHECEHbI B OTAEMNbHbIE arnfianHChbl

STONESOFT



Kak aTo paboTaet ?

O [1nsa paboTbl C pECYpCOM HY>KHO MPOCTO
KNMUKHYTb HY>XHYH0 MKOHKY

[logknto4yeHne

H a M HO ro n po |_|_|'e .S.toneGate SSL VPN Appli.cation Portal |
LI e M I_I p M é;iiLCchrgi;?rzhsepghodqﬁg?égnS.SL VPM Application Portal. The resources you have access to are displayed below. To start a resource,
coeanHeHUN IPSeCc  @resources

— NMonb30BaTenNto He K 5w ) A
Hy)l(H O yrl pa BnﬂTb 01. Intranet 02. Motes Web Access 02. Outlook Web App 02. File Shares [HKI}  05. Office Term inal Serv jer
KITMEHTOM - TOMbKO ol i il il o’

W W W << remedy < remedy < remedy
il

7 08. File Shares (ATL) 10. Remedy Web Client - 11. Remedy Web Client - 1Z. Remedy Web Client -
BBeCTM CBOM pppppp Sales License
|
naponb ( Hanpumep .. 3
A
O HO a3OBbI M M 21. OpenCM3 20. iThink 31. Sales Tools 32. Presales Wiki
{hEi-webdev-4)

BCE - OH MNOJ1y4vus Ej . a S0
DIO CTyrI K pe Cypca M 34. Compet itive WebAPF 40. G;r::::r;';n:sium 51. Diamond 52. MLA BDI;.JC;::;:}:I—E:f;uiIin;ims

daiimm:  n9 3 Cnegyrowee @ DNpeapiayee &’ Moacsetuts Bce ||| YuecTs pErMcTp ¥ [JocTurHyT HKS cTpaHn
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LleHTpann3oBaHHOE
yripaBneHue
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CucTtema yrnpasneHnss U MOHUTOPUHTa
StoneGate Management Center

VIRTUAL

30 PARTY

STONESOFT
MANAGEMENT
CENTER

NETWORK SECURITY SERVICES PLATFORM




EnonHoe ueHTpann3oBaHHOE ynpaBneHme

TpagunnoHHOE yIIpaBjeHUue

FW Mgmt IPS Mgmt Incidents

555§

A

-I--%

oS
1
1
1
1

B pamKax o4HOro oKHa ynpaBaeHua —
OTAEeNbHble KOHCONN, TPYAOEMKNE
Py4YHble onepaunmn 1 anaenTol,
Hacnegyemble oWwmnbKM
a4MUHUCTPATOPOB, Mea/IEHHOe
pearMpoBaHMe Ha UHUWAEHTbI

EQMHAn KOHCOMb yNpaB/ieHUs: eaNHOXKAbl
CO34aB OOBEKT yNpaB/ieHUs, MOXXHO
MCMNONb30BaTb €ro Be3ae, aBTOMaTUYecKoe
NpUMeHeHne NoAUTUKKM /npasun, real-time
HbICTpOE pearnpoBaHMe Ha yrpos3bl

\

W

STONESOFT -

Virtual FW

Virtual FW



YnpaBneHue Bce MHPPaCTPYKTYpPON CETU N aHaNun3
Ha COOTBETCTBME CTaHOapTaMm

4 HQ NETWORK - StoneGate (=lErE==

LA =S
MNepBasa nnatppoma — NPOaAKTUBHOE E i

(8] status
@ shared Domain

ynpaB/ieHne ceTeBo 6e30MnacHOCTbIO B
dn3nyeckon n BUPTYasibHOM cpeae — Tenepb U __::;:E_m

REMOTE-SITE-02
ynpasneHune cobbITUAMU CTOPOHHUX GUpPM

REMOTE-SITE-04
[ REMOTE-SITE-05
REMOTE-SITE-06
REMOTE-SITE-07
REMOTE-SITE-08
H -~ (] REMOTE-SITE-09
Real-time moHUTOpPUHT, Koppenauma cobbiTui e
Firewalls
- 1Ps

, "KYPHAIMpPOBaAHUNE N OTYUETDI 3 i

I soHO Firewalls
B 5L VPN Gateways
ol Third Party D
VPN Gateways

YnpaBieHne COTHAMM YCTPOMCTB — & | i Firewall Daily Summary
KOMMYTaTOpPbl, MapLLpPyTU3aTopPbl, yCTPONCTBA
6e3onacHocTH

[~ Traffic, Fw (Bits)

[~ Sent traffic, Fw (Bits)
d. [} Received traffic, FW (Bits) S
[~ Records

[~ Accounted records, FW

[~ Allowed connections 7 Allow

|~ Discarded connections 7 Discard
[~ Refused connections 7 Refuse

OTyeTbl CUCTEMHOTIO ayaAuTa U XpaHeHue
3anucen

Add Ttem

[=) Traffic by src. TP, FW (Bits)

AHanns nonnTUK 6esonacHocCTH

ldresses.

Add Item

[~ Alowed connections 7 Allow
|~ Discarded connections 7 Discard
[~ Refused connections 7 Refuse

BbicTpoe ynpaBaeHMe MHUNAEHTAMM
6e3onacHoCTH

STONESOFT
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HarnagHo?
YnobHo? HagexHo?
[1a, aTo SMC ot

Stonesoft!



STONESOFT



TexHOI0rn4eCcKoe MapTHEPCTBO

@thenTec B PortWllise webroot

Security collaboration

IMMUNITY 8@ Microsoft “Z TELUS

&) CODENOMICON BreakingPoint

Find it before they do.”

Solution partners

RS\ vmware  ArcSIght<C

The Security Division of EMC An HP Company

STONESOFT


http://www.portwise.com/
http://www.webroot.com/
http://www.authentec.com/
http://www.vmware.com/
http://www.rsa.com/
http://www.algosec.com/
http://www.arcsight.com/

[MPOBEPEHHbIE PELLEHWNA...

CepT“q’HKalmn
S
4 R

SECURED

L@ labs

W L
“1Common Criteria

@hbs D NSS Labs

'Cﬂli ATE Security, Cortified.

OCTI

[loaTBepxaeHne
9(PPEKTUBHOCTH
peLleHnn
StoneSoft
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NokanwnsoBaHHbIN HTEPdENC

il| bopaHAMay3p - StonehGate =[] X]
®ain  Bwa 3aknaaka Configuration HonTpone okHo  Crpaexa

Aad o = E

|:§:| COCTOAHWE CHMCTEMEI * ]L?Epaﬂ.qnavap X] T
[ Bpanamayap [ L+ o2~ MHcrpymenTen

Mma # IP-agpec I CTATYC l Eepcua I NONHTHEE ¥CTAHOENEHHEIE I I'IapameprlI Log o
(] Gpanamayzp Palicy P Algiers Fuy 172.31.9.21 --5.3 Remate Offic... 2011-05-24 14:3... DB A tog:
={2] InemeHTEI = CeTh 3l Atlanka P 172.31.2.21 --5.3 Remate Offic,., 2011-05-24 14:3.,, DB A vLeg:
i ApyrHe anemeHTEl [ Bangkak Py izs1525¢ [N : Remate Offic... 2011-05-24 14:3... DB [ Log:
() Eeijing Fi 172,31.8.21 - Remote Offic,,. 2011-05-24 14:3,.. DB A Log:
() Helsinki Py 10.8.0.21 | | | B HQ Policy 2011-05-24 14:5... DB [ Log:
3 London Fw 172,31.7.21 - Remote Offic,,. 2011-05-24 14:3,.. DB A Log:
() Madrid P/ 172.531.6.21 | B Remate Cffic,.. 2011-05-24 14:3... DB [ Log:
(9 Mesdico P 172,31.11.21 - Remate Offic,.. 2011-05-24 14:3,.. DB A Log:
() Milan Py 172.531.4.21 | | BE Remate Cffic,.. 2011-05-24 14:3... DB [ Log:
(& Paris| L Ceoiicrea... ChrHR ko [ | EE Remate Offic... 2011-05-24 14:3... DB [ Log sI
& Rivad [HEEE R - Remate Offic,,. 2011-05-24 14:3.,. DB [ Log:
) Tunis [[] KonvpoeaTe Chc |02 --5.3 Remote Offic,.. 2011-05-24 14:3... DB I Leg:

E‘ MepeMecTHTE B KopskHy Delste

11§ Mapwpy THzauma

TEKYLLAA NONHTHES (]
Configuration ]
KoHTpane (]
_‘l_ YepHiIF CIHCoK 3 | _'l
13 elemenl MapareTpe! ¥
o =
(5 Moscow FW [1ll] Add KaTeropms...
CBlne I Wanbl I CTATHCTHES I Moaknioqedke | Mapwpy THza
HC TRy HEHTEI ] -
[LLER |Moscow Ff
Geolocation: @ Stonesoft Moscow

nnaToprel =: 386

ERPCHH: 5.3 (Update Package: 392) J
-

Ready - | demo@t27.0.0.1 | © pefault~ | A |

iﬂStartl J @ é Jlﬁ bpanamayap - Stone... J g ‘b@ 1317
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Ceptundukaumm npounssoactea no PCTOIK:

O MexceTteBou akpaH StoneGate ceptTuumumpoBaH no 2 Krnaccy
ona M3, 1 knacc NAdxH, 11, 4 knacc HOB

O B coctaBe M3 cepTuduLMpoBaHbl Mo TY BCTPOEHHbIE aHTUBUPYC, MEXaHU3M MHCTEKLUK
Tpadumka Deep Inspection u gp.

O B cocTtaBe MO ceptudmumposaH VPN KnueHT Kak YyacTb pacnpegeneHHoro MO
O StoneGate IPS ceptndunumpoBaHa Kak npodpayHbin M3 3
Knacca, a takke no TY kak IPS, 1 knacc NAdH, 11, 4 knacc HOB.

O T[lo TY cepTudurumpoBaHbl MEXaHM3MbI NPeaOTBPALLEHUS BTOPXKEHUN, aHaIIM3 aHOMaruu,
BUPTYarbHbIA NaTy u ap.,

O LWWnwo3 3awuTel yoganeHHoro gocrtyna StoneGate SSL* — 3
knacc M3, 1knacc IN[AH, 4 knacc HOB.
O B cocrtaBe ceptudmumpoBaHa cuctema MHOroakTopHoOM ayTeHTUdmkaumnm!

B cocTaBe Kaxgoro cpeactsBa 3aliUTbl KAK KOMMNOHEHT
cepTupMuUpOBaH LIeHTp ynpaBneHus! A Takxe
ceptTudmumpoBaHa BepCcUs NpoayKToB ANA BUpTyaribHOU cpeabl!

STONESOFT



Ceptndukaumsa npomnssoactea PChH

CepTunduumpoBaHbl peweHnsa SSL VPN un
IPSEC VPN (Bknto4aa VPN KnueHToMm )

Knaccbl 3awmtbl KC1 — KC2!
SSL VPN — 9 ncnonHeHunun!
IPSec VPN - 8 ncnonHenunn!

(noooepxka MAPLL, pasanu4yHbie onepaunoHHbIe
CUCTEMBI )

Ceptudpukatr @Cb CP-124/1803 ot 27.03.2012
Ceptndoukatr Cb CP-124/2027 ot 04.10.2013
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Bo3bmMmuTE BCe cpasy

O PeanbHas 3awuTa

O Bblicokas
NPON3BOANTENBLHOCTb

O OTKas3oyCcToN4MBOCTb 40
0.99999

O ABTOMaTM4YecKkas
GanaHcupoBKa Harpy3Kku

O HarnagHoe ‘
LieHTpanM3oBaHHoe @ NSS Labs

ynpasreHue @I - Security. Certified.
d
O CepTM(bMKaL"Mﬂ REWALL - CORPORATE

NpOn3BOACTBA
O LLnpokaa nnuHemnka yCTpoucTs

(Eiabs

RS S NETWORK

ﬂrr:SlghI"%E_‘

M WP Compary

CERTIFIED CEF
COMPLIANT

y o T
SYACommon Criteria
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