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Critical System Protection

Mwuxaunn CaByLIKHUH



Mpobnembl 3aUTbI cCEpBEPOB

PUCKN OTCYTCTBUS OBHOBNEHUN ANg
NPUOXEHUN

npenorBpaleHne atak Hynesoro gHA 1
LeneHarpaBileHHbIX BUPYCHbIX aTak

KOHTPOIb “HEKOHTPONMUPYEMbIX
— _ agMUHUCTPAToOpOB”

HEKOHTpPOJIMpyeEMblE N3SMEHEHUA

aKkTyanbHasa OTYETHOCTb N KpUTEPUN
Oe3onacHoCTU
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YT0 33 NPOAYKT HY}XeH AN 3aLlUTbl CepBepoB?

Host Intrusion Prevention

Real-Time Proactive Enforcement

Intrusion/Malware Prevention
System Hardening

Application Control

Privileged User access control
Vulnerability & Patch Mitigation

Host Intrusion Detection

Real-time Monitoring & Auditing
Host Intrusion Detection

File Integrity Monitoring
Configuration Monitoring

Track and Monitor user access
Logging and Event Reporting

Be3onacHee
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This is NOT traditional Endpoint or Antivirus security

AV/Endpoint security

Less overhead on servers

No internet connection required

No updates required

No reliance on heuristics
AV/IPS/IDS/Application Multiple agents
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Symantec Critical System Protection
MHoroyposHeBas 3awiUTa ANA KPUTUYHDBIX CUCTEM

* Close back doors
(bnoknpoBka NopToB)

« OrpaHun4yeHne coeanHeHumn
Ha YPOBHE MPUMOXEHWUI
« KOHTpoOnb ncxogsaLero u

BXofsiLlero Tpaduka

» OrpaHnyeHue goctyna K

KOHourypaummn u
HacTporKam

* [lpMmeHeHne NoONUTUKK

6esonacHoCTH
» KoHTponb npas

nonb3oBaTesnen
* OrpaHu4yeHnue

NCMONb30BaHMS

NnepeHOCHbIX YCTPOMCTB

3awmTta Cetmn
(Host IPS)

3awumTa oT
3KCNNOUTOB

Symantec Critical
System Protection

(Host IPS)
.|

KoHTponb
CUCTEeMbI

(Host IPS)

Ayant m
onoseLjeHue

» KoHTponb noBeaeHus
npunoxexHnn n OC

» 3awWwmTa cucTtem ot atak
nepenonHeHns bydepa

» 3awmTa ot atak 0-ro gHs

* KoHTponb npunoxeHumn

* MOHUTOPWHT XXypHanos
N cobbITUN
BesonacHoCTH

 LleHTpanusauuns
XypHarnos aons
OTYETHOCTU W aHanusa

* PearnpoBaHue no
COBbITHIO
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Critical System Protection: sandboxing

Mpouecchbl MpunoxkeHua
o¢ Pannbl O _
. r-:r(.)nd 004 dannbl n
RPC Mail Co3paHue «060104KU» Peectp IR
LPD Printer Web («necouHunubI») gna '
OAHOIA NN HECKONIbKUX v
nporpamm (npoueccos) ¢ CeTb \
onpeaeneHnem NOIMTUKMU 4@~
noseaeHua 1 gocTtyna K '
. pecypcam YcTpouncTtea
RSH Shell MCNONb30BaHNE
Browser nopTos
YCTPOWCTB
MamaTb %
Cepsucbl B
nonb3osarens — [ocTyn
K npoueccam
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Critical System Protection: MOHUTOPUHT

Cepsep DencreBua cucrtemoil Kak ato pabortaer

Mpouecchbl MpunoxxkeHua
ocC Cucrema,
NpUNoXKeHUA
n cobbiTnAa CSP coﬁupaeT
6e3onacHocTH Noru 1 ¥ypHanbl cobbITUa U
LPD Printer Mail Al i ha

‘ npasuaamu;
Hactpoiiku MOHUTOPUT U

co3aaTb/M3meHnTb/yaanuTL norupyer:
sl uyTO, rae, Koraa u

O ‘ Kem 6bino

Painy W3MEHEHO

co3gatb/u3ameHuntb/ypanutb
daiinbl

auHamasgouQ

IE Browser

MpuHATHE Mmep B COOTBETCTBUM C NpaBUAaMU
Cepsucnbl |
nonb3oBatens

3anucb cobbitTna B nor CSP
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OcHoOBHble KOMnNoHeHTbl SCSP

e OrpaHun4yeHune
NPUAOXKEHNN U
OC Ha ocHoBe
noseaeHumA

e 33WMTa OT
nepenosHeEHNA

bydepa
e benble cnmncku

e 33LIMTa OT aTaK
HYNEeBOro AHA

e 33WINTa OT
SKCMNJIONTOB

KoHTponb pannos
HacTpoeK

NpnumeHeHne
NONUTUK
6e3onacHoOCTH

NMNoHWXeHne npas
Nno/sib3oBaTeNnewn

OrpaHunyeHue
BHELLHUNX
HocUTeneun

3awuTa vSphere

OrpaHunyeHue
A0CTyna
NPUNOXKEHUN B
ceTb

OrpaHunyeHue
ncxo4ALwero u
BXo4ALero
TpaduKa

baoKkunposkKa
b6exkaopos.
(61oKMpoBKa
nopToB)

MOHWUTOPUHT
NIOroB U cobbITUM
6e30nacHoOCTH

ObbeanHeHne
JIOroB M Nepeaya
ANA XPaHEeHUA n
OTYETHOCTU

MOHUTOPUHT
LLeIOCTHOCTU
$annoB B pexume
peanbHoro
BpeMeHM

HacTtpowka
NencTBmm no
cobbITnam
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ABTOpPU30BaHHbIE U HEABTOPU30BAHHbIE NPUNOXKEHUA
KaK « MOCTUK» ANA KOMNPOMeTaLuu CUCTEMbI

EXPLOIT LIBRARY 3

COMMAND & CONTROL &
USER INTERFACE 3

UPDATABILITY ENGINE

N

N

n A

=

N =

3I10YMbILLUITEHHUK

Xakepbl 1 Bupycbl Ucnonb3ysa ya3BMMOCTH NOony4aroT
KOHTPONb Ha4 CUCTEMOWN

Ya3BUMbIE NPUNOXKEHUA MOTYT 3anyckaTbCH C
BbICOKMMU MpaBamu

[MpunoxeHns , 3anyLeHHble C NpaBaMu CUCTEMbI UK
root, NO3BOMSAIOT NOMYYUTb MOSHbBIA AOCTYN K
cucteme

BpenoHocHoe N0 ycTaHaBnuBaeTtcs 4yepes
A0BEepeHHOE NpUNnoXeHne

CoTpyaHuk (MHCangep) yctaHaBnvBaeTt bekgop
3 ynaneHHoM ceTu ¢ nomoLublo 6ekgopa
3M0YMbILLITEHHUNK(COTPYAHWUK) NoMyYaeT OCTYM K
cucteme

CoTpyOHUKK
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MNosepeHuyecKknMin KOHTPONAb CSP 610KUpyeT aTaku

ATM

MoOunbHbIN
KNOCK

310YMbILUIIEHHUK

s

HeposepeHHas
No/ab30BaTeIbCKaa aKTUBHOCTb

HeaBTOpM30BaHHbLIN NpoLiecc

npeceKkaeTcd

©

BrnoknpytoTca ataku KnaccoB «nepenonHeHme
6ydepa» n Thread Injection

Bupyc

\fSymantec.. -



OcHoOBHble KOMnNoHeHTbl SCSP

e OrpaHun4yeHune
NPUNOXKEHUN U
OC Ha ocHoBe
noseaeHuA

e 33WWMTa OT
nepenosiHeHUA

bydepa
e benble cnUcKku

e 33WIMTa OT aTaK
HYNeBOro AHA

e 33WWNTa OT
3KCNJIONTOB

KoHTponb ¢pannos
HaCcTpoeK

NNpnmeHeHne
NONUTUK
6e3onacHoCTH

MNoHn>KeHne npas
nosib3oBaTtenen

OrpaHunyeHue
BHELLUHUNX
HoCcUTenemn

3awuTa vSphere

OrpaHunyeHue
A0CTyna
NPUNOXKEHUN B
ceTb

OrpaHunyeHue
ncxo4ALwero u
BXo4ALero
TpaduKa

baoKkunposkKa
b6exkaopos.
(61oKMpoBKa
nopToB)

MOHWUTOPUHT
NIOroB U cobbITUM
6e30nacHoOCTH

ObbeanHeHne
JIOroB M Nepeaya
ANA XPaHEeHUA n
OTYETHOCTU

MOHUTOPUHT
LLeIOCTHOCTU
$annoB B pexume
peanbHoro
BpeMeHM

HacTtpowka
NencTBmm no
cobbITnam
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HeKoppeKTHble npaBa No/sb3oBaTe/IiM- MOMOLLb
3/10yMblILU/IEHHUKaM

3I10YMbILLUITEHHUK

1. 3NoyMbILLNEHHUK UK BUPYC NoryYaeT A0CTyn K
cucteme
2. MoBbILLalOTCA NpaBa Nosb3oBaTerns

w

lNonb3oBaTernb C 3aBbllLUEHHbIMA npasamMun BHOCUT

EXPLOIT LIBRARY 3 N3MEHEHNA B CUCTEMY
COMMAND & CONTROL &

, p— USER INTERFACE &
UPDATABILITY ENGINE
N e

1. 3apaxkeHHbI CMEHHbI HOCUTESNb MOAKIYAETCs K
cUCcTeMe COTpyOHUKaMM 0BCNyXMBaKOLWMMN CUCTEMY
2. Bupyc (Stuxnet, Flamer, etc) 3apaxaet cucremy

CoTpyaHUKK

v Symantec. -



KoppeKkTHaa HacTpoMKa AocTyna K cucreme

310YMbILUIIEHHUK

HeposepeHHas
No/ab30BaTeIbCKaa aKTUBHOCTb

Pecypcbl cMcTeMbl 3aluLLEHbI OT AOCTyna
He3aBMCMMO OT MNpaB Nonb3oBaTens

BrnoknpoBka CMeHHbIX HOCUTENeun

CMeHHble HocuTenu

v Symantec. -




NMPUMEP: Domain Controller Lockdown

KoHTponnepsb! lomeHa
nonynApHaAa uenb N4 aTak.
Kparka 6a3bl AaHHbIX NO3BO/INUT

i
nonyTe A0CTYN K
MNoNb30BaATE/IbCKMUM AdHHbIM. & o)
=8 CEdit+]  Default PSET Options [default_ps] =
\% D Edlit]+ Allow but log modifications to these files
u O r p a H M l"I M B a e N\ C eTe B O M AO CTy rl D Ed'rt: Allow modifications to these files
Read-only File List
| En O K M pye M FT P T p a d) M K K g Eclit]+] Block modifications to these files
Edlit[+] Block and log modifications to these files as trivial
M OT C M CTe M bl Ho Access File List
E Edlit[-] Block all access to these files
] O rp a H M LI M Ba eM plo CTy I—I K —List of files that should not be accessed
v . Resource Path - Program ... | Arguments |User Name |Group Na...
d)a NMNam 6a 3bl .ﬂla HHbIX ( ntd S. d |t’ SHwindirtbisystema Zintdsintds. dit
edb.log, and temp.edb)
= lo6baBisieM BO3MOXHOCTb e = e | el el
rl Olﬂl Kn I'OL‘I e H M ﬂ IDIO B e p e H H bl M D Edlit[+] Block and log all access to these files as trivial Z
Nnoib30BaTe/1IAM U
NPUNOKEHUNAM
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NMPUMEP: 3awmuwiaem BUpPTYasibHYIO UHPPACTPYKTYPY

NpeaHacTpoeHHble NONIUTUKMU:

m\/SCO3 — Restrict access to SSL

certificates

My Custom Programs

u VS H O 2 - Kee p V M Wa re Ce nte r All Controls Programs Lists Group Tags

Reset | Refresh | About

| hed O ()8 («)(+) @3 A
SySte m p ro p e r y p atc e |:| o Edlit[+] vSphere Lists and Cortols README [gen_vsphere_common_readme_list]
. |:| - X Edlit[+] _..wSphere Database Servers Network List [gen_vsphere_db_net_list]
U — k vspherehne
VS CO 5 R e St r I Ct n etWO r |:| = Y Edlit[+] _..wSphere ESX(i) Hosts Netwaork List [gen_vsphere_esxi_net_list]

a C C e SS to V M Wa re Vce nte r‘ | = X Edlit[+] _..nwSphere vCenter Servers Network List [gen_vsphere_vcenter_servers_net_list]
|:| a X Eclit[+] ...WSphere Clients and Interactive Liilities Network List [gen_vsphere_clients_net_list]

S e rve r SySte m |:| = Z Eclit[+] . WSphere Other Inbound Metwork List [gen_vsphere_inbound_net_list]

. . |:| - T Eclit[+] .WSphere Other Outhound Metwork List [gen_vsphere_outhound _net_list]

u VS H 04 - AVO I d U S e r I Og I n tO |:| i 4 Eclit[+] wSphere Trusted Users List [gen_vephere_trusted_users_list]

V M Wa re VCe nte r S e rve r Syste m |:| E v Eclit[+] ..WSphere Trusted Groups List [gen_vsphere_trusted_groups_list]
|:| = Z Edlit[+] _..wSphere Clients Install Path Files List [gen_vsphere_clients_installpath_files_list]
|:| - ¥ Edlit[+] ...wSphere Services Install Path Files List [gen_vsphere_services_installpath_files_list]

*VSCO6 — Block p e e e g

V C B O C a C Ce S S to O rts |:| a X Edlit[+] . wSphere Service Account Data Path List [gen_vsphere_service_data_path_list]

N Ot b e IN g u S e d by V M Wa re ] = T Editf+]  ...wSphere Global Read-Only Files List [gen_vsphere_rofiles_list]
|:| = Z Eclit[+] ..WSphere Global Mo Access Files List [gen_vsphere_nafiles_list]

Vce nte r |:| a X Eclit[+] ...wSphere Global Read-Only Registry List [gen_vsphere_roreg_list]
|:| = Z = Edif+] _vSphere Client Tools Control [cust_vsphere_client_tools_ps]
|:| = S cdit[+)] _vSphere Services Control [cust_vsphere_sves_ps]

[ »

[4]
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OcHoOBHble KOMnNoHeHTbl SCSP

e OrpaHun4yeHune
NPUNOXKEHUN U
OC Ha ocHoBe
noseaeHuA

e 33WWMTa OT
nepenosiHeHUA

bydepa
e benble cnUcKku

e 33WIMTa OT aTaK
HYNeBOro AHA

e 33WWNTa OT
3KCNJIONTOB

KoHTponb pannos
HacTpoeK

NpnumeHeHne
NONUTUK
6e3onacHoOCTH

NMNoHWXeHne npas
Nno/sib3oBaTeNnewn

OrpaHunyeHue
BHELLHUNX
HocUTeneun

3awuTa vSphere

OrpaHunyeHue
A0CcTyna
NPUAOXKEHNN B
ceTb

OrpaHunyeHue
ncxo4ALwero
BXOo4ALLero
Tpaduka

baoKkunposkKa
b6ekaopoB
(61oKMpoBKa
nopToB)

MOHWUTOPUHT
NIOroB U cobbITUM
6e30nacHoOCTH

ObbeanHeHne
JIOroB M Nepeaya
ANA XPaHEeHUA n
OTYETHOCTU

MOHUTOPUHT
LLeIOCTHOCTU
$annoB B pexume
peanbHoro
BpeMeHM

HacTtpowka
NencTBmm no
cobbITnam
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HeKoppeKTHaA HacTpoMKa meXKCceTeBoro sKpaHa

Credit card
Source Code

310YMbILLUITEHHNK

1. Xakep vnun Bupyc ncnosnb3ayos
HEKOPPEKTHYIO HACTPOKKY (NpocCTble
rocteBble naponu, Hactporkn MC3 uta)
nonyyaet JOCTYN K cucteme

2. YcraHaenueatTcs CHugepsl, Kennorepsl,
Bekgopsbl

3. Bupyc ncnonesya C&C wmnameHsieT Kog
C/UCTeMbI U CBA3bIBAETCH C
3r10yMbILUITIEHHUKOM

4. C nomowpbto FTP  mnu gpyrmx NpoToOKONoB
HY)XXHble JaHHble U3 CUCTEMbI NepeaarTcs
3r10YMbILLUITEHHUKY

1. BbInonHseT HEKOPPEKTHYIO
HacTponky MCQ3, ocTtaBnsas
«ablpy»

2. Xakep ncnonb3ysi Abipy
nony4aeT JocTyn K cucteme

AOMUHUCTpaTOpP
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SCSP obecneumnBaer ceTeBylo 3aWUTY ANA KPUTUYHDIX
cepsepoB

® I'(O HTp OJib .EIIO CTy Nna B Default PSET Options [default_ps]
ceTb no IP nam nopty Changes  Summary

General Settings | 4

e CoegnHeHUA moryT

Network Controls w
KOHTPOMPOBATHLCA NO " bound -
M p MNOXKeHUNAM U B Eclit[-] Inbound network rules
nonb3oBaTenam —Lizt of rules to control connections into this system
Action Protocol Local Port |Remote IP |Remote P... | Logging Pro
* Manoe BanAHUE Ha Allow TCP fip (21) Local Subn...|/Any (0-655... |Log
npon3BoaAnTE/NIbHOCTb
Cuctembl, B OT/ZiIN4NU
oT rnyboKoro aHann3a 8 I [»
Tp a d) NKa Aclel Impart Export
Edlit[+] Default inbound rule
Outhound
|:| Eclit[+] Outhound network rules
Eclit[+] Default outhound rule =
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KoppeKTHaa HacTpomnKa npasun 6N10KnpyeTt ataku

ATM

Credit card
Source

MoOunbHbIN
KMOCK

Credit card
Source
Code

3ﬂ0yMbILIJJ'IeHHI/IK

HeaBTopmn3oBaHHaA
cucTema

FTP
H
MNonbiTKa NnoaKN4YeHn4A

3anuncbiBaeTcs 1 Brokm pyeTc4a

MonbITka NoaKntoyYeHUs
3anucbiBaeTcs U Grokupyercs

Bmpyc

\ffSymantec.. -




MPUMEP: 3awmTa yKe 3apa’XKeHHON cucTtembl

#) sym_win_targeted_prevention_sbp ¥5.2.9 r38

Default PSET Options [default_ps]

Changes Summary

" Bupyc 3apasu/ cucremy

Ha4yan OTrnpaB/AATb

Network Controls w
KOHPUAEHUMANbHbIE AQHHbIE A | LI NP~
Al Imipart Export
= icnonb3yeTcAa NOJAUTUKA
. . Edit[+] Default inkound rule
Targeted Prevention policy p—
,ﬂ,ﬂ A KO HTp oNa CeTU B Eclit[-] Cuthound netwaork rules

—List of rules to control cuthound netwark connections

= CoeAuHEHUA mexay
) Action Protocol Local Port |Remote IP |Remote P... | Logging Pro
CUCTEMOU U CETLIO Al Both TCP a.. [Any (0-6545... |Lacal Subn... |Any (0-6595.. [Log
OorpaHN4YeHH»-LI
4 ll ID
Al Imipart Export
Edit[+] Default outhound rule <]
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OcHoOBHble KOMnNoHeHTbl SCSP

e OrpaHun4yeHune
NPUNOXKEHUN U
OC Ha ocHoBe
noseaeHuA

e 33WWMTa OT
nepenosiHeHUA

bydepa
e benble cnUcKku

e 33WIMTa OT aTaK
HYNeBOro AHA

e 33WWNTa OT
3KCNJIONTOB

KoHTponb pannos
HacTpoeK

NpnumeHeHne
NONUTUK
6e3onacHoOCTH

NMNoHWXeHne npas
Nno/sib3oBaTeNnewn

OrpaHunyeHue
BHELLHUNX
HocUTeneun

3awuTa vSphere

OrpaHunyeHue
A0CTyna
NPUNOXKEHUN B
ceTb

OrpaHunyeHue
ncxo4ALwero u
BXo4ALero
TpaduKa

baoKkunposkKa
b6exkaopos.
(61oKMpoBKa
nopToB)

MOHUTOPUHT
NIOroB U cobbITUM
6e30onacHoOCTH

ObbeanHeHMne
JIOroB 1 Nepepaya
ANA XpaHEeHUA n
OTYETHOCTU

MOHUTOPUHT
LLe/IOCTHOCTU
$annoB B pexume
peanbHoro
BpeMeHu

HacTtpoiika
AEeNCTBUMN MO
cobbITnam
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CSP Detection - MOHUTOPUHT U3MEHEHU

KOHUrypayumm
OTcnexunBaHue UaMeHeHUuu

* File and Registry Change Detection
e Security Configuration Changes

* Group Management Changes

* Active Directory Changes

» Shares Configuration Changes

* Domain Trust Changes

» User/Group Account Modification
* Fine Grained System Activity

* Malware/Spyware Detection

* USB Device Activity

* Monitors ESXi host configuration and
VMX files

Master Yiew - Event Details

Event Severity Critical
Event Priority &0

Agert Mame wWin2k3 Agent Wersion 529312

Host Mame wWin2k3 0= Type Windows

Host IP Address 127.0.01 05 Version  Server 2003 Service Pack 1
Uzer Mames WIMZK 3admin Agert Type  CSP Mative Agent

= Event

Event Type File Watch Event Date  18-Jun-2012 13:22:13 PDT
Event Category Real Time - Detection Post Date 18-Jun-2012 13:22:15 PDT
Operation Modified Post Delay 00:00:02

Event Count 1
Event ID G619

Ol Modification Date
Mew Modification Date
COlel Access Date
Mew Access Date
File Difference

[ 3 Details
Description Watched File Modified (c:\certreg txt)
Palicy Mame file monitaring
Rule Mame filewatch
Dperation Modified
File Mame c:certree txt
Old Size 1236
Mew Size 1243

201 2-06-14 16:47:41
2012-06-18 132213
201 2-06-1813:21:17
2012-06-18 132213

22221
= gdafds
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CSP Detection - MOHUTOPUHT KNtOUYEBbIX COBbITUU B
cucrteme

System/Application Log Monitoring
MoHuTtopuHr Bxoaa/ Bbixoaa

— Success, Failures, After Hours, Weekends, privileged
user, Unusual access methods, password cracking
attempts

MoHuTtopuHr Cuctembi/CepBucos

— Service/daemon/driver failures, process
tracking (privileged access, unusual usage)

C2 Object Level Log Monitoring
Web Log Monitoring

MOHUTOPUHT }XYPHAN0B NPUNIONKEHUN

*KypHanbl ba3 gaHHbIX

YKYpPHa/bl cepBepoB NPUAOKeHUt (Hanpumep,
Esxi)

YKypHanbl yTuaut 6esonacHoctu(Hanpumep, AV)
»ypHanbl Unix shell & sudo
»KypHanbl vSpehere

i Master Yiew - Event Details

Host Name win2k3 035 Type Windows
Host IP Address 127.0.0.1 0S Version  Server 2003 Service Pack 1
User Mame WINZK 3admin Agent Type  CSP Mative Agent

/W Event
Event Type MT Event Log Event Date 18-Jun-2012 132712 PDT
Event Category Real Time - Detection Post Date  18-Jun-2012 13:27:13 PDT
Event Log Security Post Delay 00:00: 01
Event Severity Warning Event Count 1
Event Priority 59 Event ID B27

[ 3 Details

Palicy Mame Windows_Baseline_Detection
r_Configuration_Account_Disabkled

Rule Mame System_User

Source Security

Evert Log  Security

Type Success Audit

Event IT 629

Category  Account Management
Computer  WIN2K3

Description User Account Disabled:

Target Account Mame: cgibbens

Target Domain: WIN2K3

Target Account 1D WINZK 3cgibbens
Caller User Mame: aclmin

Caller Domain: WINZK3

Caller Logon ID: (0x0 0x33681)

fSymantec..



ApXUTEKTYypa
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ApXUTeKTypa pewieHnA

HTTPS




Ucnonb3oBaHue pecypcos areHTom CSP
CPU Utilization

1 to €%

Memory Uag@

20 to 40 MB

File System Overhead
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KoHconb, OTyeTHOCTb M OnoBeweHune
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KoHconb ynpaBneHuA

TOHKUMN U TONCTbIN KAUEHTDI

BO3MOKHOCTb OTC/IEXKMBAHUNA N3MEHEHUN

— KT0O 1 KOorga BHecC nameHeHUA
— BO3MOXHOCTb NOUCKa U co3aaHmMA 3arnpocos

e MOHUTOPMUHT LUENIOCTHOCTU PanoB B PeKUME peasnbHOro
BpeMeHMU

Logged in as: [ symadmin] - Connected To: [ Localhost Server |

® KOHTponb KOHd)MrypaLIIMl\;I d M g @ ‘E @ Advanced Search
- polides Corfigs  Ménitors  Repoits  Admin ‘

6e30 rl a C H OCTM " Detection

Event Rule Summary - Last 500 Events

Yo . .
PY O nose LLI,e Ha n M OHUTO p UHT A/ Symantec Critical System Protection 5.2.9 p— —
Lmmar | |
| |
L4 H a CTp a nB a e Mbl e O n 0 B e L|.|,e HUA :genls Event Types System_User_Configuration_Account Disabled | |
umary e —
(SNMP, emall) i3 [

e WNHTerpauua c SIEM cuctemamm
iFMe iReg\stry ;OSLog iGeneva\Lag ESyﬂem Event iErmr DAud\t

s Wt s
i Major H Ciiieal
2 @ Registered Agents =
2 lﬁ Windows Agerts
0 P sos Agerts duick Links
0 @ Linux Agents D Ianage Assets a
0 B agens L3 Hew Detection Pocy
0 @ HPUX Agents @ New Common Carfig
0 lﬁ Trug4 Agerts E New Detection Config
0 0 Offline Agents 9 E View Events i
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MOHUTOPUHI U oNnoBeLlLeHuUs

G Localhost Servi

L4 OTC”e)’KMBaHMe HapyLUEHVll';l ogged in as: | symadmi
B peasibHOM BpeMeHMU ) B &

Hame Assets i Configs Reparts Admin
Events

— CobbITUii NpeaoTBpaLLeHUs

o Allevents - The last 500 events d
— CobbITni1 06HapyKeHus
Source Machine ‘Date v ‘Evem Type ‘Sevemy |Descripliun
v ; 3 [a]
Y « » [g\wm?k:i 18-Jun 133245 Network Access \Warning Inbound Conngction Denied from 192 168.0.10:48511 to lacal a j
H a CTp a M B a e M bl e M O H MTO p bl CO 6 bIT M M 8 win2k3 18-Jun13:29:05  File Watch Critical Watched File Accessed (¢\certreq.b) —
[g\win?k& 18-Jun 132712 NTEventLog \Warning User Account Disabled:Target Account Mame:egibbensTarget ..
A i ¥ Warr .- .
° [g\wm2k3 18-Jun13.27:06  NTEventLog Waming User Account Disabled:Target Account Mame:GuesiTarget Do
I-I o'u'po 6 H bl e O n M Ca H VI ﬂ CO6 bITM M [g\win?k& 18-Jun 13.26:45  Network Access \Warning Inbound Conngction Denied from 192 168.0.10:48510 to lacal a
[g\win2k3 18-Jun13.26:44  Network Access \Warning Inbound Conngction Denied from 192.168.0.10:48500 to local a
A B win2k3 18-Jun13:24:37 Agent Status Information  Successfully updated the policy to Detection Policies (2
e Co3aaHuMe onoBeLleHUM Ha OCHOBE = S P e i Sy plansin e :
AllEvents
~ ~ Page1af 1
coBrnageHmun cobbITnIS Y Theast S0 exents
Y The last 12 hours
gw’m‘”me (YD [\ Network Access @ 1-unom2 336 p01 [} [J B
° Past Day "
OnoseleHnA MoryT oTNpPasBAATb NO o Tsore g
1 Y Past Morth AgentName  win2k3 Agent Version 5.29.312 i
e m a I I o r S M T P Y Within the past year HostName ~ win2k3 0SType  Windows
Host IP Address 127.0.0.1 05 Version  Server 2003 Service Pack 1
e e Alert Settings
° Onoseu.l,eva MOTYT 3alnnCbliBaTbCA 8 seachEvers
[v) T !I_?‘L J The Alerting module is initialized.
B TeKCToBble d)a NAbl ReakTime Monitors = 5SY] = | Last configuration poll: 18-Jun-2012 13:42:08 PDT

rPolling settinogs

Configuration Polling Imterval (minutes): |S I

Ewvent Polling Interval (minutes): |5

rEmail settings

SMTP Server: | |

SMTP Fort: |25

Email From: |AIe|‘t@SCSP_Se|"\re|' |

|:| Enakle Email Aggregation
Aggregation Interval (event polling intervals): 10 minutes)
Maximum Email Size (KB): |1024
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OT4YeTHOCTb

e OTYeTbl 0 KOHOUTYPALMOHHbBIX UBMEHEHUAX, MOHUTOPMUHTE KYPHANOB U
0bHapy*eHHbIX aTakax. Bo3MOXXHOCTb MOMCKa COObITUIN B OTYETaX

’symantec Events in the Last Week

Thu, May 31, 2012

[ BB Audi Dbl
Date/Time Agent Name: Hostname 1P Address User Name Operation 0
I 1 BUEDT CSPUGR CSPUGR 10188028 smadmin LOGN Top 10 Processes
a0 SCSP Manager (. SCSP Manager(C.. 177001 sesp_ops DELETEEVENTS E
WHapI021430 1 PDT CSPUGR CSPUGR 19168028 symadmin SETPOLCY 2 Euvent Counts By Day Process Name Event Records  Agents
T2 143110PDT CSPUGR CSPUGR 102168028 smadmin UPDATE SETTINGS & 307 1
I 14310707 CSPUGR CSFUGR 1968028 smadmin W 3 3000
I 110309PDT CSPUGR CSPUGR 101808 smadmin SETROLCY 3 syslog-ng 18 1
Top 10 Event Counts by Rule Name . . 3 _
I 110309807 CSPUGR CSPHGR 12188028 smadmn UPDATE SETTINGS &
T2 11 CSPUGR CSPUGR 102188028 smadmin NEW @ 2400 sithost zxe 1 !
I CSPUGR CSPUGR 102168028 smadmin ETROLCY @ runel32 exe 2 1
a0 CSPUGR CSPUGR 10188028 smadmin UPDATE SETTINGS a 10 3
W CSPUGR CSPUGR 1018028 smadmn NEW :
e Leaend SCEP Senice 1 1
DESX'_H st_LogMon_SysLog_G 1] ot ) s y nQp M 4BE D CT RO
DSt _Loton. Sy orers Tl SPUGR CSPUGR 102188028 smadmin SETROLCY @ @ Bvents SYSTEN 1 1
DIES¥i Host Logton_SysLog Hoste a1 CSPUGR CSPUGR 12188028 smadmin UPDATE SETTINGS & 1200
ESKTIS Host_ConfsChonae Sy | sbaarant2 CSPUGR CSPUGR 102168028 smadmin NEW :
Buss_Regsty_Comnect_Actuy TFIN04EHEDT CSPUGR CSPUGR 1018028 smadmn SR s
[HEsxi_(HMT03)_Host_Config_Change_SSLCert
w09 tos_Con Crone et 432011016507 CSPGE CSPHGR 102168028 smadmn UPDATE SETTINGS & 600
Beoi v come- oo oo |32 M TBFEDT CSPUGR CSPUGR WIEIE smadmn NEW :
a2 104730P0T CSPUGR CSPUGR 102168028 smadmin ETROLCY @
I 1047308DT CSPUGR CSPUGR 101808 smadmin UPDATE SETTINGS 2 L
TR CPNGR  CSPUGR 19D smatmn NEw a S 61 Binl Al
T2 104613807 CSPUGR CSPUGR 10188028 smadmin SETROLCY @
T2 10461307 CSPUGR CSPUGR 102168028 smadmin UPDATE SETTINGS & Top 10 Event Types Fuert Severities
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PacwumpeHHaAa oT4EeTHOCTb ANA aHAIUTUKU
* MHOroyposHeBas OTHYETHOCTb
e [MbKne HacTpamsaemble OTYETDI

e LLEHTpafI M30BaHHAA OTYETHOCTb

@ CSP Security Dashboard

N N [ N
Event Severity Summary Top 5 Processes Top Events by Policy

- Critical

A Major
o Notice:

—_§Waming

A\ o’
N ([ N [ )
Agent Deployment Summary Top Agents with Events Monitor vs Prevention o oF T EFEE R, oo o
by Versien e S5 555 555555555555 5555555355
e e
o M S S B B B B B L B L
o O N © O O = N O % O ONOOO = N O F O ONOGOD O =
B R R R A I
= ] NN NN NN NN N NNDNNNRNRNRRNNTRNDMNDNNIRRNDNNRN
= ] 0O 0ODODODODOCOOOOOO©OO©OO©O©O©O©O©OO®OG® OGO O
0 200 400 600 800
g\ g\ »
31302012 84550 A \/Symantec.. [ Prevention Events Detection Events MMM Management Events
Number of Events in Last 30 Days CSP Events 182 100 ﬂ ,l, Edit Delete
Percent of Agents with Last Contact in Last 30 days CSP Assets 57.1 a5 m ¢ Edit Delete
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Habop otuetos pgna vSphere

e OT1yeTbl No cneuynduryHbiMm ana ESXi nsmeHeHnAM M XKypHanam, BKAtOYanA
NOAK/IFOYEHNE K KOHCONMN U aKTUBHOCTM B KOMaHAHOM cTpoke (shell)

[ BA Host Rule Name Event Gounts All |

Rule Name Event_cnt | Host Count
Host Event Trends lasq T days Top 10 Host Shell Commands ESXi_Host_Auth_Log_Maonitor B17 1
1100 ESXi_Host_Auth_Root_SSH_Login 395 2
ESXi_Host_Auth_Log_Mon 224 1
1000 ESXi_Host_Auth_Root_Lagoff 126 1
00 ES¥i_Host_Auth_Root_Direct_Consaole_Laogin a0 1
ESXi_Host_Config_Change_Monitor_All 74 1
800 ESXi_Host_Shell_Commands_of_Interest 7 1
Legend ESXi_Host_Failed_Logon 67 1
ron — Osu ESXi_Host_Config_Change_LicenseFiles 59 1
00 e ntearity Events Mesxcli ESXi_Host_Shell_Session_Start 50 1
Lig MonRoeing Events \ Wesxcli system ESXi_Host_RFSNan_All_Monitor 36 1
o L oegir Activity Events Mesxcli system syslog - - - _
S00 Commmand Shell Everns L Csu - root ESXi_Host_Auth_User_Direct_Console_Login a7 1
g M sudo ESXi_Host_Auth_User_Logoff 21 2
nn Elesxcli storage ESXi_Host_Auth_User_SSH_Login 21 1
- Ezzzz:: xiz x:zﬂ ESXi_Host_Config_Change_Other_Files 20 1
Buseradd ESXi_RFS_Utility_Error_Manitar 19 1
200 ESXi_Host_Auth_Root_DCUI_Login 16 i
ESXi_Host_SysLog_Hostd_Mon 11 1
oo ESXi_Host_Maintenance_Wode_Monitor 10 1
o 5 - ;! __.“_! : s 5 ESXi_Host_Config_Change_AgentConfig 10 1
l/ BB Host Direct Login Event Counts
Agent Name Failed Logins | Successful Logins Root Logins | User Logins |DCUIlLoging | SSH Logins After Hours Logins
ESXi192168.1.22 67 A58 a00 58 127 415 12
sles11-G4hit-sp1 0 1 1 ] ] 1 0
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Symantec Server Protection
Un-compromised at Black Hat 2011/2012/2013:

I'IpOBepKa 6esonacHoctn B “Capture The Flag” Challenges
YcnoBua:

— «@narn» 6blNn pa3melleHbl B He nponaTyeHHbix cuctemax OC Windows XP u Linux
— OcHosHoM ¢nar 6bin 3awmueH CSP n SEP ¢ nomoLbio BCTPOEHHbIX B MPOAYKT NOJIUTUK

— 50+ KBanuMdpuumMpoBaHHbIX XakepoB /neH Tectepos n3DoD, NSA, DISA, Anonymous, uta,

e Ucnonb3oBanocCb Npu atakax:

— Backtrack 5 v yTManTbl cobcTBEHHOM Pa3paboTKM (B TOM YnCae YTUAUTbI KOMMNAHUIA NEH TeCcTepos)
— bBblaK McNonb30BaHbl U NPeaOTBPALLEHHbI aTaKM HYNEeBOTO AHA

— Recompiled version of Flamer stopped by CSP out of the box policy

e WUtoro:

— HWKTO He cmor B3ATb cbnar B Té4eHnn nocnegHmx 3x net

— Hackers said if they would have known that Sandboxing and Whitelisting was used, maybe not worth
the time they put into it

3
\

black

LS A 20138
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CueHapuu Ucnonb30BaHUA
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YBenunuyeHue cpoka »usHum Windows NT n 2000

¢ nomouwbto Critical System Protection

e ObecneyeHue be3onacHOCTH

— 3anycK TONbKO aBTOPU30BAHHOIO Koda Ha
3alMLaeMbIX CUCTEMAX

e 3aLlKMTa OT U3BECTHbIX N HEN3BECTHbIX yFI3BVIMOCTEI7I
NT

— ObecneyeHue 3aWmUTbl KOMMOHEHTOB
NPUNOXKEHN

o CHUXXeHue CTommocCTu
— Hert HEO6XO,£I,MMOCTM YCTaHaB/1IMBATb NaTyK

e CHUXXeHune PHUCKOB CBA3aHHDbIX C yCTaHOBKOVI natyem

v Symantec. -



BesonacHOCTb MOBUABHBIX KNOCKOB U ATM
Koraa Hy)XHa HapgeKHaa 6e3onacHOCTb

e [locTynHOCTb 24x7

® «JIEerKUN» areHT, AN CHUXKEHMA BAUAHUA HA CUCTEMY

— be3onacHOCTb He A0/1KHa BAUATL Ha B3aMMOAENCTBUE C
nosb3oBaTesiem
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Be3sonacHOCTb MOBMAbHbIX KMOCKOB U ATM
C nomouwybio Critical System Protection

* Be3onacHoOCTb

— BbnoknpoBka HeaBTOPU30BaHHbLIX NPUITOXEHNU
« 3awmnTa oT BUpycoB U yassmmocTen 0ro gH4
* CHWxXeHue pucka KoMmripoMmetTaumnm gaHHbIX

— OMPIDHEKTUBHO B «3aKPbITbIX» CETAX
* OnepauyuoHHas 3(ppeKTUBHOCTb
— Manoe BNusiHne Ha CUCTEMY

— OTcyTcTBME HEOOXOAMMOCTN OBHOBIATL
KOMMOHEHTbI

 CHnxeHue 3arpar
— YMeHbLUeHWEe OTKIYEeHUN yeTponcTs =)

fSymantec,. -



3awmta POS TepMmUHANOB U NNATEXKHbIX CUCTEM

e POS TepMUHanbl U NaTeXKHble CUCTEMbI MNOABEPKEHbI
aTakam

- ,ﬂ,aHHbIe, ncnosbsyemblie NP NOKyMNKe MOryT Ncrnosib30BaTbCA
310yMbIWNEHHNKaMU

® Acno/sib30BaHMeE YA3BUMbIX CUCTEM Processing

— ToNbKO A0BEPEHHbIE MPUNOKEHMA AO/IKHbI ObITb 3aMyLLEHH

o «Jlerkmm» alreHT, A1A CHUXKEHUA BJINAHNA Ha CUCTEMY

\fSymantec.. -



KputnyHaa uHdpacTpykrypa
Hy)xaaerca B peanibHOM 3awuTe

« HeobxoanumMocTb 3aLLUMTbl OT HEAaBTOPU3OBAHHOMO
N3MeHEeHUs

— SCADA cucTtembl, MeguumnHckoe obopyaoBaHue Uta
— BbICOKasi CTENEHb HAOEXHOCTHU

o «Jlerkuim» areHT, Ans CHMXKEHUS BITUSIHUS Ha CUCTEMY,
OTCYTCTBUE «TULLHUX» OBUKEHU

— YcTaHoOBKa nartyeu
HEBO3MOXHbIM

C, NpUNoXxeHnn) Moxet BbITh

" Symantec. [P



Cepsepa DNS n KoOHTpOAnepbl AOMEeHOB
[ononHutenbHbIN Nogxon K 6e3onacHocTH

» CepBepa ¢ orpaHn4YeHHbIM Habopom crneundnyHbIX
NPUNOXEHUN
« O6bHOoBNEHNA aHTMBMpYCca, OC, NPUNOXEHUA MOTyT

nosJievyb HEQOCTYMNMHOCTb CEPBUNCOB W

DNS n Domain Controller Servers

fSymantec,. -



3awuTta cepsepos DNS un KoHTponepos gomeHa
C nomouybto Critical System Protection

e be3onacHOCTb

— BbnoknMpoBKa HeaAO0BEPEHHbIX NPUIOKEHUN

— CoxpaHeHme CUCTEM B COCTOAHUNN «3010TOIro» o6pa3a
e JloCTyNHOCTb

— CHU)XeHue BANAHUA Ha CUCTEMDI

e 63 0OHOB/IEHMIN CUTHATYP

fSymantec,. -



3awumTa vSphere 5.0

vSphere Client y, nter Server

————————————————————————————————— @Symantec —




Payment Card Industry (PCl)




